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Introduction

AWS EC2 (Amazon Elastic Compute Cloud) iluuinisideligldanunsasenldau Instances
Igmuanusionis sgalsinu nsdrds EC2 Instances sndudesdisnsimanzaniuszuuujifnng
o4 14 unAlulazeFureIFn19idniia EC2 Instances @1115UMY Linux OS Wag Windows OS lag

ﬂiaUﬂanLﬂ‘%'aaﬁaﬁi%’ﬂaa 19U SSH Client, PUTTY, RDP, Fleet Manager W&z Session Manager

VPC
Public subnet

I

SSH to EC2

- RDP to EC2

A\ 4

\4

Connection options

e #1%5U Linux OS

o EC2 Instance Connect 814 Amazon EC2 Console

o Session Manager W14 Amazon EC2 Console

o SSH client (Linux/Mac)

o PUuTlTtyY
e #1%5U Windows OS

o Fleet Manager 614 Amazon Console

o Session Manager B4 Amazon Console

o Remote Desktop (RDP)
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A5 UN0981M5U EC2 Instance

1. EC2 Instance Connect #14 Amazon EC2 Console d@1%5U Linux OS

EC2 Instance Connect td3Sn15uousialuss Amazon EC2 Instance K11 AWS Management
Console Tngld Web-based SSH Client #ilifasfndswonduififissia 1wy PUTTY 10 OpenSSH Uy

LA3BIYDIA
v (3 &I v
damuaLUasiu

« 1Un Amazon EC2 Console  https://console.aws.amazon.com/ec2

e fuauysde 1den Instances

o G0N Instance Y04 UAINA Connect

o lUfiufiu EC2 Instance Connect

« Tudau Connection type \@on Connect using EC2 Instance Connect

e NM Connect WiBLYauURBNU Instances

Connect to instance i
Connect to your instance i-054eabc35bd4314ef (MSSQL_Ubuntu) using any of these options

EC2 Instance Connect Session Manager SSH client EC2 serial console

Instance ID
0] i-054eabc35bd4314ef (MSSQL_Ubuntu)

Connection Type

© Connect using EC2 Instance Connect
Connect using the EC2 Instance Connect browser-based client, with a public IPv4 or IPv6
address.

Connect using the EC2 Instance Connect browser-based client, with a private IPv4 address and a
VPC endpoint

() Connect using EC2 Instance Connect Endpoint

© Public IPv4 address
0] 18.140.50.79

IPv6 address

Username
Enter the username defined in the AMI used to launch the instance. If you didn't define a custom username, use the default username, ubuntu,

[ Q, ubuntu X ]

[ (@ Note: In most cases, the default username, ubuntu, is correct. However, read your AMI usage instructions to check if the AMI owner has changed the default AMI username. ]

Cancel Connect
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2. Session Manager #114 Amazon EC2 Console &§1%35U Linux OS

Session Manager 1Jup3osilovas AWS Systemns Manager (SSM) ﬁﬁadﬁﬂmmmmvﬁﬁa EC2

Instance W1 AWS Management Console lagliifnineasn 22 (SSH)
SRV EISIO N AT

« 190 Amazon EC2 Console 7 https://console.aws.amazon.com/ec2/

o UOUMYAUEIY G0N Instances
o G0N Instance Y84AN UAINA Connect
« Tudu Connection method L@en Session Manager

e NM Connect WBLSUATU

EC2 Instance Connect Session Manager SSH client EC2 serial console

Session Manager usage:
= Connect to your instance without 55H keys, a bastion host, or opening any inbound ports.
« Sessions are secured using an AWS Key Management Service key.

* You can log session commands and details in an Amazon 53 bucket or CloudWatch Logs log group.
« Configure sessions on the Session Manager Preferences [4] page.

Cancel Connect
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3. SSH client (Linux/Mac) &1%5U Linux OS

SSH Client 1ulUswnsuilddmsuitounaluda EC2 Instance w3au@$i93 Linux KU Secure

Shell (SSH) Tagld Terminal UUSTUUUHUANT Linux 9158 macOS
JaNNUALUDIAY

o 1Ua Terminal: UuAT84 Linux 1150 macOS Y8R

v oa £ e & 1 A ) ¢ £ v ¢
o USuBnSvaslwanddiuna: WamnuUasnny MaAgaIuiIAISIANTNSNDRaNTY

veainiy Iedareluiileusuans:
chmod 400 path/to/your-key-pair.pem

@

o LWaUABlUEY Instance: 19@N&s SSH sadl:

ssh -i "path/to/your-key-pair.pem" username@ec2-instance-public-dns

ne:
- path/to/your-key-pair.pem fatduneludslndAddiudivenn
- Username A® ec2-user @msuU Amazon Linux %138 ubuntu @1%15U Ubuntu

- ec2-instance-public-dns f® Public DNS %#3® Public IP 489 Instance

(- N ] & ¥ — ubuntu@ip-192-168-0-147: ~ — ssh — 95x37

sh-3.2# ssh -i #m./Yourkeypair.pem ubuntu@l8.140.50.79

Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 6.8.0-1021-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Thu Feb 27 ©8:10:23 UTC 2025

System load: 0.0 Processes: 119

Usage of /: 43.9% of 9.51GB Users logged in: (%]

Memory usage: 27% IPv4 address for eth@: 192.168.0.147
Swap usage: 0%

* Ubuntu Pro delivers the most comprehensive open source security and
compliance features.

https://ubuntu.com/aws/pro
Expanded Security Maintenance for Applications is not enabled.

11 updates can be applied immediately.
To see these additional updates run: apt list —-upgradable

Enable ESM Apps to receive additional future security updates.
See https://ubuntu.com/esm or run: sudo pro status

New release '24.04.2 LTS' available.
Run 'do-release-upgrade' to upgrade to it.

*%¥k System restart required ¥
Last login: Thu Feb 27 ©8:87:31 2025 from 49.230.219.247
ubuntuRip-192-168-0-147:~$
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4. PUTTY &@1%5U Linux OS

PuTTY Julusunsu SSH Client @ wmsuidouselusa EC2 Instance %38 Linux Server 210

Windows Client vibianinsaniuauasesainsseglnatiu Command Line Interface (CLI)

¥ o é’l’ v
VBINTKRUALUBDINU

(%
Y

o ANUVAALAZAAAY PUTTY

- yndaludl PuTTY Taaudlnanain PUTTY Download Pace wani@nna

. miglgﬂm Putty Options controlling the connection
- 1&9n Connection
- @@n SSH > Auth > Credentials
_ @An Browse... 7 Private key file for authentication wadenlna Key pair 909151
LU keypair.ppk

- UA7RTUARY Path muilsiden 91ntulvindin Session AnnLuuaUEIETULIN

PuTTY Configuration ? X

Category:
. -Appearance Credentials to authenticate with |
- Behaviour
- Translation
| [ Selection Private key file for authentication:

! \Colours C:\Com_7\Key Pair Cus\aws_ec2_key.ppk M
=] Connection -

-Data Certificate to use with the private key (optional):
oy Browse
= SSH
- Kex
- Host keys
Cipher Plugin command to run
[=-Auth
-~ Credentials
GSSAPI
Tunnels
--Bugs
- More bugs
Serial
- Telnet
- Rlogin
- SUPDUP

Public-key authentication

Plugin to provide authentication responses

About Help Open Cancel
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. miéll’sif’h Basic options for your PUTTY session
- 189N Session
- 11 Public IPva address fidnaanandnagiinasd "Public IP address’
- {Jaudeil Saved Sessions U Webserver
- @@n Save

- p@n Open anuLlananiite Session Youslalay

| &8 puTTY Configuration ? X

Category:

= Session I | Basic options for your PuTTY session |

Specify the destination you want to connect to

= Terminal
Keyboard Host Name (or IP address) Port
Bell YUK YOO J00L XXX 22
Features
= Window Connection type:
-Appearance ©ssH (O Serial () Other: Telnet v
-Behaviour
-Translation Load, save or delete a stored session
[+ Selection ian
-Colours
= Connection Webserver
Data Default Settings Load
Proxy Webserver
Kex
Cer [ odete |
Delet
C\pher
= Auth
- Credentials
- GSSAPI Close window on exit:
E (O Aways  (Never € Only on clean exit
Tunnels
About Help Open Cancel
a
- AanN Accept
PuTTY Security Alert X

[@ The hostkey is not cached for this server:
' (port22)
You have no guarantee thatthe server is the computer you think it is.
The server's ssh- key fingerprint is:
ssh-
Ifyou trustthis host, press "Accept” to add the key to PuTTY's cache and carry on connecting.

If you wantto carry on connecting just once, without adding the key to the cache, press "Connect
Once"

If vou do nottrustthis host press "Cancel” to abandon the connection

More info... Connect Once
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5. Fleet Manager #1u Amazon Console &1%35U Windows OS

Fleet Manageri‘u AWS Systems Manager WWelaumaniu Windows Instance Lﬁﬁ%ﬁ“&’;&iﬁ@m

dmN13 Server Windows EC2 lalagnsaniiu AWS Management Console Inglsifaslyd RDP 5o Bastion

Host
¥ o -
VINTNUALUBINU
1. Waldau AWS Systems Manager Agent (SSM Agent)
o M3I98OUIN EC2 Instance Andalazilnldau SSM Agent:
» Get-Service AmazonSSMAgent
2. Instance Profile (IAM Role)
o EC2 Instance fo4il IAM Role 7wuu Policy fsil:
* AmazonSSMManagedInstanceCore
o @mnsaris Role TaR1u AWS Console:
» EC2 Dashboard > &0 Instance > Actions > Security > Modify IAM Role
Instances (1/1) info |emmn|;::m“.m:;: @ (Cconnect ) (Cinstance state v ) (CActions a ) ((Launch instances | ¥
((Q_Find Instance by attribute or tag (case-sensitive) ) [ Austates v | Connect (]
Name & v| Instance ID | Instance state v | Instance type 7| Status check | Alarm’ View details | Public
[ Demo-Fleet-Manager i-06ccecOfff7a5d305 @Runmng @ aQ t3.medium @ 3/3 checks passec  View z Hanage instarce state ec2-43
Instance settings > 5
Networking [
Change security groups [ Security b]
Get Windows password Image and templates »

Modify 1AM role Monitor and troubleshoot »

Modify IAM role

Attach an 1AM role to your instance.

Instance ID
10 -06ccecOfff7a5d305 (Demo-Fleet-Manager)

1AM role
Select an 1AM role to attach to your instance or create 3 new role if you haven't created any. The role you select replaces any roles that are currently attached to your instance

(AmazonSSMManagedlns\an:eCwe v ] @ Create new IAM role [A

Cancel Update IAM role
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3. 1Uald91u Fleet Manager
o lﬂﬁ Systems Manager > Fleet Manager

o M399@0UI Instance gﬂﬁﬂmﬂﬂa Systems Manager LLaz‘di’mgiu Fleet Manager

25015 Connect Windows Instance #1u Fleet Manager

1. Ul AWS Console
o EC2 Dashboard > \d@an Connect
o @ Connection type > \don Connect using Fleet Manager

o MAan Fleet Manager Remote Desktop

Connect to instance i

Connect to your instance i-06ccecOfff7a5d305 (Demo-Fleet-Manager) using any of these options
Session Manager RDP client

Instance ID
[0 i-06ccecofff7a5d305 (Demo-Fleet-Manager)

Connection Type

(O Connect using RDP client © Connect using Fleet Manager
Download a file to use with your RDP client and retrieve your passward. Cannect to your instance using Fleet Manager Remote Desktop.

‘When prompted, connect to your instance using the following username and password:
Username info

L=} [ Administrator v ]
Password

=]
( Fleet Manager Remote Desktop [3 )
[ (@ Ifyou've joined your instance to a directory, you can use your directory credentials to connect to your instance. J

Cancel
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2. 1A Remote Desktop Session
o L@on Authentication type

e User Credentials: ny9n User / Password

» Demo-Fleet-Manager Close

Occecoff7asdsas

Authentication type
The type of authentication

© User credentials

O Key pair
Connect as Administrat

Username
administrator

Passward

Show password

Connect

e Key Pair: Browse your key pair

» Demo-Fleet-Manager Close

[-06ccecOfff 7a5d305
Authentication type
The type of authentication &

O User eredentials O Key pair

Administrator

Key pair
Key pair associated with the instance

TOR

Key pair content

Sal thod for uploading th .

© Browse your local machine to select the key pair file.
The private key file cont atically uploaded to you

) Paste key pair cantent
Copy and paste the key pair content into the Feld balo

T Choose file

TOR.pem

Connect

S a .
3. gUPULLATLIY Session

o Fleet Manager 9@3519 Remote Desktop Session 1‘15?@%%%@

v Demo-Fleet-Manager

Connection 1D conr
1 28015171 2009 4450.3080 26F2979c643 GO mi

1B #OfccecOHF7a5d305 i O6eeecOMFTaSd305  Demo
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6. Session Manager #{1U Amazon Console &1%5U Windows OS

Session Manager uiliaosuas AWS Systems Manager (SSM) ﬁﬁaaiﬁ@mmmimﬁﬁq

Windows EC2 Instance lolnglisinalanosn 3389 (RDP) tWunsldaru Command Prompt 5o

PowerShell

¥ o é’l’ v
VBINTKRUALUBDINU

\n Amazon EC2 Console i https://console.aws.amazon.com/ec2/

MuaUYAUE1Y Lden Instances
\d8n Instance Ya3A keinA Connect
Tudu Connection method 1@an Session Manager

AM Connect B33 Session

Session Manager RDP client EC2 serial console

Session Manager usage:

Connect to your instance without SSH keys, a bastion host, or opening any inbound ports.
Sessions are secured using an AWS Key Management Service key.

You can log session commands and details in an Amazon S3 bucket or CloudWatch Logs log group.
Configure sessions on the Session Manager Preferences [4 page.

Cancel Connect
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7. Remote Desktop Protocol (RDP) Client §1%35U Windows OS

mswousialuss Windows EC2 Instance U AWS Tngld Remote Desktop Protocol (RDP)
Client Betglsiannsaiinfisuazaruau Windows Server lsfansgeglnaniu Graphical User Interface

(GUI)
v o 49, v
YINRUALUDIAY

1. 33 Retrieve the Administrator Password fiauidassia RDP Client
o 1A Amazon EC2 Console i https://console.aws.amazon.com/ec2/
o Tuaumysuge don Instances
o 488N Instance YA WAINA Connect
o Uity RDP Client
o AN Get Password
o dUlnanlwa Key Pair (pem) fildfa$13 Instance
o Aan Decrypt Password

o Anaan Administrator Password ‘ﬁ‘d‘ﬂﬂg

Connect to instance .

Connect to your instance i-07a7570169747b95¢ (Windows-PB) using any of these options

Session Manager RDP client EC2 serial console

Instance ID
[0 i-07a7570169747b95¢ (Windows-PB)

C ion Type

Download a file to use with your RDP dlient and retrieve your password Connect to your instance using Flest Manager Remote Desktop.

© Connect using RDP client ] (O Connect using Fleet Manager

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and running the RDP shortcut file below:

(i Download remote desktop file )

When prompted, connect to your instance using the following username and password:

Public DNS Username info
[0 ec2-13-250-3-206.ap-southeast-1.compute.amazonaws.com '_DL Administrator v

Password  Get password

[ @ If you've joined your instance to a directory, you can use your directory credentials to connect to your instance. J

Cancel
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2. Woustalufia Windows Instance #inu RDP Client
2.1. UU Windows

e NA Windows + R — WuW mstsc Waana Enter

o 1 UalUsunsu Remote Desktop Connection

« Tlugas Computer, n5on Public IP 94 Instance figansideuse

e Aan Connect

o Uoudeya:
- Username: Administrator (§1113u EC2) videderlduaandosuanems
~ Password: saruiinamly w3o7l Retrieve 210 AWS

o AGN OK uazidngszuy

‘?_.‘ Remote Desktop Connection - X

| Remote Desktop
»¢ Connection

| Computer: ‘ec2—1 3-250-3-206.ap-southeast-1.compute.ar ~

‘ User name:  None specified

You will be asked for credentials when you connect.

{ =) Show Options Help

%’ Windows Security x

Enter your credentials
These credentials will be used to connect to

ec2-13-250-3-206.ap-southeast-1.compute.amazonaws.com.

User name

| Administrator

Password

1000000000000 0000000000000000000000 o

() Remember me

More choices

Q pool pool
MicrosoftAccount\ppooller@gmail.com

l ; Use a different account
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2.1. U4 Mac (N1 Microsoft Remote Desktop)
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Ailvan Microsoft Remote Desktop 211 Mac App Store

WeaaUnawady — adn Add PC

Tutes PC name, nsan Public IP 984 Instance 7ifaIn1siyausa

faAn Username 10U Administrator visefldnlasuaugn

JOUTHANY

Aan Connect

PC name:

User account:

General

Friendly name:

Group:

Gateway:

Ask when required

Display  Devices & Audio

Saved PCs

No gateway

Connect to an admin session

Swap mouse buttons

Folders

¥ Reconnect if the connection is dropped

Cancel
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